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Abstract—With increasing interest in blockchain for its im-
mutability and decentralization, numerous blockchain-based sys-
tems and applications have been proposed, and many more
attempts are underway to utilize the technology. However, several
challenges such as low processing speed, scalability, and vulner-
ability to certain attacks have been identified, making it difficult
to apply the technology on general industrial applications. In this
paper, we propose a new application service platform architecture
on top of blockchain that resolves those challenges. The proposed
architecture takes advantage of private blockchain to secure
processing speed and security while allowing public open use
of the system by dividing the system into multiple layers.
Assuming arbitrary nodes can participate in service, we propose
periodic node verification process and ‘query-chain’ to effectively
authenticate and validate arbitrary nodes.

Index Terms—Dblockchain; application platform; hierarchical
architecture; decentralization;

I. INTRODUCTION

Bitcoin, as the representative of cryptocurrency, has con-
tributed to building a reliable decentralized cryptocurrency
environment working on P2P networks without the need of
central trusted authorities [1]. Blockchain is the underlying
technology and data structure of Bitcoin, which contains
chained blocks having a set of transactions occurred between
peers. Each peer maintains a distributed ledger consisting
of sequentially chained blocks which are propagated and
validated by full nodes with the preset consensus protocol
between validator nodes.

In addition to being used for cryptocurrency, blockchain
technology can also be utilized to ensure the reliability of data
in a decentralized network where untrustworthy nodes partic-
ipate and share data. That is, when an untrusted third party
participates in the service operation, blockchain shows off its
effectiveness, suppressing malicious users’ data manipulation
through the negotiation process between nodes. In various
industry fields, there have been many attempts to develop
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Fig. 1. Three-layered Hierarchical Architecture

variety of services based on the blockchain technology to take
advantage of this property. However, the fact that a particular
service prevents malicious behavior through the characteristics
of blockchain implies that the server providing the services
also plays a role as a full node in blockchain network [2]. As
a result, service provider needs to take on handling not only
business logic but also additional tasks such as maintaining
blockchain and participating in mining process for verifying
every block. Therefore, it is difficult to apply blockchain easily
into general applications.

In this paper, we propose an application service platform
structure that suppresses untrusted participants’ malicious be-
havior by separating the service and blockchain domains while
allowing the service providers to implement general business
logic. In this structure, the blockchain domain and the service
domain are completely separated into respective layers so
that they depend only on each other’s interfaces. To do so,
however, it is required for the nodes which are very above
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of blockchain nodes to prove their reliability and trustworthi-
ness on their own layer. On our proposal platform structure
‘query-chain’, the middle layer nodes verify each other by
going through a mutual verification process. Attempting to
overlay verified nodes permits blockchain nodes to remain
as private. While using the ‘chaining’ concept of blockchain,
‘query-chain’ provides a structure for service developers to
develop decentralized applications without the need of deeply
understanding blockchain technology. The detailed design for
‘query-chain’ is covered in Section III.

II. PROBLEM & MOTIVATION

Blockchain has received explosive attention with the success
of Bitcoin which was presented in Satoshi Nakamoto’s pa-
per [1]. Then, the birth of Ethereum [3], as the first blockchain
based platform which supports smart contract, has brought
the immutability and decentralization to various fields such
as Internet of Things [4]-[8], Health Care [9]-[12], Digital
Rights Management [13]-[15], and E-commerce [16]-[18].
However, there still exist many problems to solve for applying
blockchain technology on the existing applications which are
developed for server-client system in general.

First of all, it is low processing speed. Bitcoin adopted
PoW (Proof-of-Work) for block consensus algorithm. This
process requires enormous computing power to all of full
nodes participating in blockchain network and it limits block
creation cycle to 5-10 minutes on average.

The second one is limit of scalability. Basically, blockchain
literally means block-chain, a set of blocks sequentially
chained by the hash of previous block which also contains a
set of transactions. To maintain the block-chain, a negotiation
process between network participants are required. Hence, the
system performance can be significantly reduced as the total
network size increases. If the block size is increased to contain
more transactions, the amount of information in a block
can expand (thus reducing number of blocks) but the total
dissemination delay including the block verification time and
propagation time required for synchronizing blocks between
nodes will increase [19]. This could make the blockchain
network vulnerable to attacks such as double spending.

Lastly, it is a problem related to blockchain’s irreversibil-
ity. Blocks recorded as agreed upon in blockchain network
cannot be modified by an arbitrary user. While this property
guarantees transparency of blockchain, it works against sev-
eral applications that provide certain services. For instance,
smart contract is automatically executed when certain preset
conditions are met, and there is no way to reverse unexpected
changes occurred due to malicious bugs existing in the smart
contract codes.

Due to these limitations, it is still difficult to apply
blockchain technology to applications, but many attempts are
made to deploy blockchain based applications. In this paper,
we propose the troubleshooter ‘query-chain’, a platform with
a new architecture that separates the service area and the data
area, allowing to utilize the existing advantages of blockchain
and ensure sufficient service reliability at the same time.
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III. PROPOSED ARCHITECTURE

‘Query-chain’ maintains two separated decentralized net-
works, one is the ‘blockchain network’ that forms a distributed
ledger and the other is the ‘service network’ that performs
business logics. This allows service providers to focus on
the service aspect and concern less about the blockchain
part. Hence, compared to existing distributed applications that
implement their services in blockchain network itself using
smart contract, ‘query-chain’ reduces fundamental difficulties
that have to be considered.

A. Node Constitution

As shown in Fig. 1, ‘query-chain’ consists of 3 parts:

Terminal Node (TN) is an endpoint user application (e.g.
web app. or mobile app.) on a user side terminal that accesses
the service nodes (below) to provide specific service to the
users. Basically, for example, TN provides wallet management
function to store address information of its user and transfer
function to send certain amount of token to another user’s ad-
dress like typical cryptocurrencies. It also provides a function
to generate transactions for particular services.

Service Node (SN) is a node where actual service designed
and implemented by developers is operated and served. Service
scope of SN is unlimited, and it can provide services such
as smart contracts and tokens. SNs form a ‘service network’,
which is a P2P network of its copies and seed nodes that
provides list of existing SN. SNs in single domain should act
like clones, and there can be multiple SN networks having
different service domains.

Blockchain Node (BN) serves as a database for storing
data related to the service. BN is implemented based on
permissioned blockchain, so that it can provide high TPS
(transactions per second) to support industrial services while
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maintaining characteristics of blockchain, reliability and irre-
versibility. Also, it is recommended to setup the BNs over
VPN and using firewall so that only authorized SNs have
access to the network and they are not accessible directly
from the outside. This makes it possible to store service-related
data more securely. Therefore, users and service providers are
not required to build their own nodes to participate in the
blockchain, but they only need to consider the consortium of
the service networks.

B. Mechanism

In order to implement the service layer as an overlay
network on permissioned blockchain network, all nodes in the
service layer must be verified for their authenticity. Using the
property that SNs in single domain should act like clones,
several tests for authenticity can be performed.

Transaction validation process: TN generates specific
transactions to use services provided by the SN. TN does
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not send the transaction directly to the BN, but verifies the
integrity of the transaction through a distributed logic call.
As shown in Fig. 2, TN divides a logic into several stages
and sends queries to arbitrary SNs. The TN computes a hash
(signature) for the next query using command, parameters,
result, and the hash of the previous query. This makes each
query form a hash chain with the previous query, and thus we
call this mechanism ‘query-chain’. The same logic is executed
again for a different order of arbitrary SNs from the previous
one, and then TN cross-checks final signature from the first
process and from the second process. Note that every SN is a
clone of another and thus the final hash value must match
given that there is no forgery nor malicious manipulation.
After this verification, the transaction with result of the query
from the (n-1)-th SN is transmitted to the n-th SN along with
the signature of the user. Through the above process, it is
possible to determine whether the packet is forged or not, and
the integrity of the transaction can be ensured.

SN verification process Since anyone can participate in
the operation of SN, there is a risk of forgery or alteration
of SN. Accordingly, a verification process is essential that SN
ensures the services provided by and the reliability of itself.
SNs are required to be verified periodically, and new SN trying
to participate in existing service network is also required to be
verified as shown in Figs. 3 and 4. This verification process
includes confirmation that SNs share the same domain and
assurance of mutual trust. Therefore, all SNs can identify
abnormal SNs or malicious SNs, remove those SNs from the
network through seed nodes, and manage a blacklist to ensure
reliability.

IV. RELATED WORK

As mentioned in Section II, several limitations of blockchain
still make it challenging to exploit the technology on various
fields of our life. To solve those issues, many attempts were
made such as the development of private and permissioned
blockchain in which there exist only proven participants taking
on block consensus process instead of all of full nodes
participating in the network as miners. Those approaches
led to reducing usage of resources and computing power
consumed for the block agreement process while maintain-
ing the structure of the hashed data chain. As one of the
attempts, Linux Foundation presented HyperLedger Fabric,
a platform for distributed ledger which works on the pre-
missioned blockchain [20]. This attempt has been made to
configure the permissioned blockchain network and to design
the network accessible through intermediary nodes.

There have been several prior works suggesting the appli-
cation of blockchain technology on various areas [4]-[18].
For example, Xia et al. presented a platform to configure
access control of medical information data through blockchain
[12]. It utilizes blockchain’s immutability to keep track of and
record every access of individuals to patients’ sensitive data. In
addition, the structure for blocks and transactions were newly
constructed to store medical information. Schaubs et al. pre-
sented a blockchain-based trustless reputation system where



every user evaluates each other after a specific transaction
[21]. All of the evaluation data are safely stored in the block
of which the manipulation is nearly impossible. Herbert et
al. suggested a method for decentralized peer-to-peer software
validation using cryptocurrency blockchain technology [22].
A user willing to get the license of a software sends a specific
amount of token or money to the vendor on Bitcoin or Bespoke
model.

There are many more attempts, but few were success-
ful because blockchain-based application developers face the
common problem: they need to understand how blockchain
system works or build a blockchain platform which is specially
designed to provide specific services. With our ‘query-chain’
they can focus on implementing the service logic they want
to provide to clients while utilizing all of the blockchain’s
properties.

V. CONCLUSION

In this paper, we proposed a blockchain based platform
which overcomes the limitations of the existing blockchain
systems and provides improved integrity and reliability.
‘query-chain’ is internally composed of two separated parts:
‘service network’ and ‘blockchain network’. This composition
can reduce the possibility of data forgery in blockchain and en-
hance the reliability of system through self-regulating mutual
verification and distributed logic call process. Furthermore, it
can reduce the consensus delay of blockchain by the aid of
the trust guaranteed with ‘service layer’. Another advantage
of layered network is that developers are not required to
have deep understandings of blockchain technology to de-
velop blockchain based services on ‘terminal layer’. Similarly,
the end-users do not need to maintain blockchain nodes by
themselves for using the services. We anticipate invigorating
various blockchain based services via our proposal platform
‘query-chain’.

As future work, we are currently in the process of imple-
menting a large-scale industry-ready prototype of our proposed
architecture, and we plan to conduct thorough performance
evaluation of our system to prove its effectiveness.
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